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Privileged Software

Security Domain 1 Security Domain 2

Isolation boundary

Hardware

#1. Data of one security domain does not leak to the other
#2. One domain cannot influence execution in the other domain

ABI

API

At the API, input sanitization to prevent Iago-style attacks.
At the ABI, appropriately clear or configure ISA-state during context switching.
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interrupt hijacking
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sanitization

Keystone: improper 
flags sanitization 
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Microsoft open enclave 
SDK: improper flags 

sanitization  

Intel TDX: 
interrupt hijacking

Intel SGX: ROP, register 
leaks, improper flags 

sanitization

Keystone: improper 
flags sanitization 

Improper flags sanitization: 
Compromised 

confidentiality & 
computation integrity

ROP, Interrupt hijacking: 
Compromised 

control-flow integrity.

Register leaks: 
Compromised 
confidentiality.
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Arm v9-A architecture reference manual: 
15000+ pages (1700+ registers)

RISC-V manuals (ISA + Non-ISA e.g. AIA): 
1700+ pages (365 registers) 

[HotOS 2017] Hardware is the new software, Andrew Baumann, Microsoft Research
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Arm v9-A architecture reference manual: 
15000+ pages (1700+ registers)

RISC-V manuals (ISA + Non-ISA e.g. AIA): 
1700+ pages (365 registers) 

[HotOS 2017] Hardware is the new software, Andrew Baumann, Microsoft Research

Manually reading the “ever-growing” ISA specifications quickly becomes a tedious task.
Moreover, ISAs are complicated: need to be careful even at the bit-granularity. (e.g. flags)

Thus, it can be error-prone and compromise security.
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Specification 
Manuals

Secure Context Switch Implementations
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Magic Wand
ISA

Specification 
Manuals

Secure Context Switch Implementations

How do we:

#1. generate insights on ISA-state from the ISA-specification manuals?
#2. identify which ISA-state must actually be swapped during the context switch?
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Our solution: Sailor
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Machine 
readable ISA 
specification 

in Sail

Automated Tests to perform security 
analysis of existing context switch 

implementations

#1. generate insights on ISA-state from the ISA-specification manuals? 
Symbolic execution of machine-readable ISA Specification

#2. identify which ISA-state must actually be swapped during the context switch?
Algorithm to identify ISA-state that must be swapped across context switches

[CAV 2021] Isla: Integrating full-scale ISA Semantics and Axiomatic Concurrency Models

Isla
Isla Trace
Inspector

Classifier Algorithm

ISA-state: general purpose registers + control and status registers
Security-sensitive: ISA-state that must be swapped across context switches
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RISC-V Sail Snippet
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Specification of the MRET instruction in the RISC-V ISA manual: 

“An MRET or SRET instruction is used to return 
from a trap in M-mode or S-mode respectively. 
When executing an xRET instruction, supposing 
xPP holds the value y, xIE is set to xPIE; the 
privilege mode is changed to y; xPIE is set to 

1; and xPP is set to the least-privileged 
supported mode (U if U-mode is implemented, 
else M). If xPP≠M, xRET also sets MPRV=0.”

Corresponding Sail specification: 
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Oye Sailor, Why Sail with Sail? 

ISA specification formalization over the years: SystemVerilog, BlueSpec, Haskell … 
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What Sails with Sail? Isla symbolic execution tool, Ahoy! 
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Instruction and ISA constraints

Isla
Sail 

Model
Instruction execution traces

Z3 SMT Solver
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Isla Footprint Demo

Isla footprint is a tool built on top of the symbolic execution engine.

It evaluates each instruction (with given constraints for the ISA-state), & produces:
Dependencies of the instruction: e.g. registers read or written, Branch information, 
Exception paths, etc. 
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ISA Inspector - Our Q&A Specialist 

We derive information about the ISA from the Isla traces by informally asking:
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1. Does a privilege mode have explicit access rights to read or write a particular 
ISA-state?
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1. Does a privilege mode have explicit access rights to read or write a particular 
ISA-state?

ISA State User Read User Write
Supervisor 

Read
Supervisor 

Write
Machine 

Read
Machine 

Write

mideleg
Not 

allowed
Not 

allowed
Not 

allowed
Not 

allowed
Allowed Allowed

… … … … … … …
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2. What is the ISA-state footprint of an instruction per privilege mode?
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2. What is the ISA-state footprint of an instruction per privilege mode?

ISA State User Read User Write
Supervisor 

Read
Supervisor 

Write
Machine 

Read
Machine 

Write

JAL

misa, 
medeleg, 
mcause, 
mtvec, 

mstatus

mcause, 
mstatus, 

mtv, mepc

misa, 
medeleg, 
mcause, 
mtvec, 

mstatus

mcause, 
mstatus, 

mtv, mepc

misa, 
medeleg, 
mcause, 
mtvec, 

mstatus

mcause, 
mstatus, 

mtv, mepc

… … … … … … …
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3. Does a privilege mode have the access rights to execute an instruction?
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ISA Inspector - Our Q&A Specialist 

We derive information about the ISA from the Isla traces by informally asking:
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3. Does a privilege mode have the access rights to execute an instruction?

ISA State
User 

Executable
Supervisor 
Executable

Machine 
Executable

MRET
Not 

allowed
Not 

allowed
Allowed

… … … …
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Algorithm
ISA Inspector’s 

Output
Security-sensitive ISA-state
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Algorithm
ISA Inspector’s 

Output
Security-sensitive ISA-state

Security 
Sensitive

Not 
Security 
Sensitive

fcsr mvendorid

satp mhartid

… …

Switch between two User programs
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Analyzer Algorithm 
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Switching from security domain 1 to 2,
Source = privilege mode of security domain 1
Target = privilege mode of security domain 2

Source = U-mode, Target = U-mode
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Analyzer Algorithm 
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Source modifies floating point 
rounding mode (frm) and 

target executes floating point 
operations and observed 

unexpected results

Switching from security domain 1 to 2,
Source = privilege mode of security domain 1
Target = privilege mode of security domain 2

Source = U-mode, Target = U-mode
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Analyzer Algorithm 
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satp (page table root address) 
is sensitive information of the 

source that the target can 
indirectly read.

Switching from security domain 1 to 2,
Source = privilege mode of security domain 1
Target = privilege mode of security domain 2

Source = U-mode, Target = U-mode
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● 2.8 GB of traces from Isla,  takes about 20 hours (symbolic execution)
○ 1-time cost per Sail model update 

(feasible to do so daily, or weekly in case of less frequent updates)

● Python parsing the traces and analyzer algorithm takes a few seconds (< 10)
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Sailor output applications:

● Implementing secure context switch code or checking existing context switch 
implementations: grep, code scanning, etc. 

● Automatic generation of tests to verify that the context switch code correctly 
swaps all security sensitive ISA-state 

● Guide for designing new ISA-extensions
○ ISA-state previously classified as NOT security-sensitive must not become security-sensitive 

with the introduction of the new extension. 
○ Newly introduced ISA-state should not be security-sensitive when the extension is disabled. 
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Analyzing Existing Context Switch Implementations
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VisionFive2 Linux
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VisionFive2 Linux

VisionFive2 Linux does not 
clear performance counters 

(Zicntr extension CSRs)

Upstream Linux does not 
even allow User space to 
access those by default.
Access via the perf tool.
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Keystone

Komodo

VisionFive2 Linux

VisionFive2 Linux does not 
clear performance counters 

(Zicntr extension CSRs)

Upstream Linux does not 
even allow User space to 
access those by default.
Access via the perf tool.

Does not switch the 
“senvcfg” CSR.

Problem with 
outdated self-written 

specification 

Does not switch the “senvcfg” 
CSR, or F-extension CSRs*.

Unsupported extensions not 
checked.

* Prior work manually analysed 
for the F-ext 

In the paper, we describe in more detail the security implications of not swapping these state.

(* Previously discovered) [DTRAP 2022] Faulty Point Unit: ABI Poisoning Attacks on Trusted Execution Environments



Neelu S. Kalani

Trust in Isla and False positives

● We don’t provide any constraints, except for privilege mode 
○ Assumes all other state to be symbolic, and evaluates all execution paths 
○ Thus, we can assume there to be no false negatives 
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Trust in Isla and False positives

● We don’t provide any constraints, except for privilege mode 
○ Assumes all other state to be symbolic, and evaluates all execution paths 
○ Thus, we can assume there to be no false negatives 

● False positives 
○ Spurious reads in the Sail model implementations (e.g. updating a field of a CSR) 
○ Dependence on traps 

■ e.g. mtvec 
■ Satisfies how target and source are dependent 
■ Does not need to be swapped for U-mode to U-mode switches, should be swapped on 

M-mode to M-mode switches though 
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Future Work

• Extend Sailor to analyze other ISAs
• Isla also generates traces for Arm 

• Formal methods 
• Verifying context switch code (E.g., using frameworks like Serval [SOSP ‘19])

• Verifying the Sailor analyzer algorithm (E.g., using an SMT solver like Z3) 

• Integrate with CICD pipeline of existing systems  
• Dynamically update context switch insights (esp. for new ISA extensions) 
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Concluding Remarks

Implementing correct context switching for isolation is an old and a well known 
problem… 
that unfortunately still persists. 

The complexity of the growing ISAs make it harder for manual tracking. 
Sailor automates the discovery of all ISA-state that must be carefully handled during 
context switching. 

38


