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Wishbone AHBAPB AXITile-Link

Advanced eXtensible Interface (AXI) from Arm AMBA family 
De factor standard for high-performance SoCs
Implementations Bugs → Security Implications

1.1 SoC protocols
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Read Data Channel
Subordinate

Read Address Channel

addr1

Manager

data1

Correct behaviorRead transaction

      

   

      

       

       

           

arvalid and arready 
are high for 1 cycle

addr1 is sampled
Address Sampling Requirement: 

Address read valid and ready need to be high at the same time 
for at least one clock cycle for the address sampling to happen.

arready high and arvalid high => address sampled

DV 2025

1.2 Example
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Read Data Channel
Subordinate

Read Address Channel

addr1

Manager

data1

Incorrect behaviorRead transaction

the address is 
latched but no data 

will be read

      

   

      

       

       

           

No handshake

Address Sampling Requirement: 

Address read valid and ready need to be high at the same time 
for at least one clock cycle for the address sampling to happen.

arready high and arvalid high => address sampled

DV 2025

1.2 Example
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always @( posedge S_AXI_ACLK )

  begin    

    if (~axi_arready && S_AXI_ARVALID)

      begin        

        axi_arready <= 1'b1;

        axi_araddr  <= S_AXI_ARADDR;

      end

    else

      begin

        axi_arready <= 1'b0;

      end

 end 

cycle 1 cycle 2

arvalid = 1
arready = 0
araddr not latched

Address latching

Subordinate ready to 
accept read request

arvalid = 0
arready = 1
araddr latched

Example trace:
1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

13.

DV 2025

1.2 Example: Bad code
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Write Address Channel

Write Data Channel

0x03 0x02 0x01

Adder

21 3

 
Data

Processor

4

Memory

Breaks Execution Integrity

1

3
0x03

0x02

0x01

Z1 3+ +

Read Address Channel

0x03 0x02 0x01

2 1

z

Read Address Channel

1

3

2

3

the result 
should be 

6
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1.2 Example: Impact of violation
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20 PROPERTIES 

 13 SECURITY +  7 FUNCTIONAL 

ANALYZED 7 
IMPLEMENTATIONS

XILINX, PULP…

DETECTED 135 VIOLATIONS

LED TO DATA LEAKAGE, 
MEMORY CORRUPTION, 

EXECUTION INTEGRITY, DOS

DV 2025

1.3 eXpect Contributions
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What is the appropriate granularity for protocol analysis?

DV 2025

29 signals in total

Timing between those signals matters

Read Trans.

Read Address 
Channel

arready arvalid araddr ...

Read Data 
Channel

rdata rresp ...

Write Trans.

Write Address 
Channel

... awprot awlen

Write Data 
Channel

... wstrb wlast

Write Ack 
Channel

... bresp

Transactions

Signals

Channels

1.4 Challenge #1  
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Solution

DV 2025

Channel Handshake Events

Read address (AR) arready ∧  arvalid

Read data (R) rready ∧ rvalid

Read data (R) rready ∧ rvalid ∧ rlast

Write address (AW) awready ∧ awvalid

Write data (W) wready ∧ wvalid

Write data (W) wready ∧ wvalid ∧ wlast

Write acknowledgment (B) bready ∧ bvalid

Write 
Transaction

Address Sampling Requirement: 
Address read ready and valid need to be high at the same time for at least one clock cycle 
to allow the address handshake.

Read address channel: 
ready high and valid high
           = handshake

1.4 Challenge #1  
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How to interpret the specifications?

DV 2025

AXI Specification

“When asserted, ARVALID must remain 
asserted until the rising clock edge after 
the subordinate asserts ARREADY.”

Interpretation 1

ARVALID can become 
unasserted when ARREADY is 
asserted

Interpretation 2

ARVALID needs to still be 
asserted when ARREADY is 
asserted 

Address Sampling 
= 

Stability Requirement 

Correct interpretation

      

   

      

       

       

           

      

   

      

       

       

           

1.4 Challenge #2  
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How to capture the specifications?

DV 2025

assert property (@(posedge clk) disable iff (arvalid && arready) 
 (!reset && arvalid && !arready) ⇒ arvalid);

System Verilog Assertions

Address Read Channel Valid Signal Stability Requirement: 
“When asserted, ARVALID must remain asserted until the rising clock edge after the subordinate 
asserts ARREADY.” 

Which method best suits the problem?

How to build a model? 

How to represent the properties? 

Small implementations => Model checking is feasible

Timing intricasies => LTL properties 

1.4 Challenge #3  
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Are the specifications sufficient for security?

DV 2025

What do the specifications explain?

NO!

Functional requirements of the AXI protocol

What does our model include so far? Extraction of the mandatory requirements

Is it enough to detect all the security issues? 

How to enhance our model? Add security properties to the model

Stale data

Data must be 
cleared if invalidated

1.4 Challenge #4  
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20 Properties capture:
- Stability
- Ordering
- Reset & Advanced 

Reset
- Data invalidation

30 sub-properties across 
5 channels

DV 2025

1.5 eXpect Properties
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Questa
Prop Check

Implementations 

Model

𝒆𝑿𝒑𝒆𝒄𝒕

Exploits

Counter-Examples

𝒆𝑿𝒑𝒆𝒄𝒕

DV 2025

1.6 eXpect Tool



• Tested 7 implementations
• manager and subordinates

• open and closed source 

• AXI-Lite and AXI-full 

• varying complexity 

(i.e., Lines of Code)

• Ran on FPGA VCU118
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Implementations Language AXI role LoC

SM Sub Lite System Verilog Subordinate 76

OS Sub Lite Verilog Subordinate 153

Pulp Sub Lite System Verilog Subordinate 463

Xilinx Sub Lite Verilog Subordinate 404

Xilinx Sub Full System Verilog Subordinate 619

Xilinx Man Lite Verilog Manager 433

Xilinx Man Full System Verilog Manager 906

DV 2025

1.7 Evaluation: Experimental Setup



1.7 Evaluation: Counter-Examples
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None of the implementations abide by the specifications for the stability requirement on addresses and 
data of the write channels. 

Address Write Channel Valid Signal Stability Requirement (Stab AW): “When asserted, AWVALID must 
remain asserted until the rising clock edge after the subordinate asserts AWREADY.” 

Address Write Channel Valid Signal Stability Requirement (Stab W): “When asserted, WVALID must remain 
asserted until the rising clock edge after the subordinate asserts WREADY.” 

Property SM
Lite

OS 
Lite

Pulp
Lite

Xilinx
Lite

Xilinx
Full

Xilinx 
Lite

Xilinx 
Full

Role Subordinate Manager

Stab AW ✗ ✗ ✗ ✗ ✗ ✗ ✗

Stab W ✗ ✗ ✗ ✗ ✗ ✗ ✗

DV 2025



1.7 Evaluation: Counter-Examples
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Most implementations don’t clear data when set as invalid.

Read Data Channel Data Invalidation (Invalid R): “Data must be cleared if RVALID is deasserted.” 

Property SM
Lite

OS 
Lite

Pulp
Lite

Xilinx
Lite

Xilinx
Full

Xilinx 
Lite

Xilinx 
Full

Role Subordinate Manager

Invalid R ✗ ✗ ✗ ✗ ✗ ✗

DV 2025
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Tools AMD Xilinx VIP and PC eXpect

Properties 
(including sub-properties)

100 30

Property type Value (range) check, timeout Value check
Timing 
Ordering
Data Invalidation

Attacks detected DoS DoS 
Data Leakage
Memory Corruption
Execution Integrity

eXpect violations 57/135 135/135

Verification IPs do not check security-critical requirements 

DV 2025

1.7 Evaluation: Comparison to AMD Tools
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P_16 : assert property (@(posedge s_axi_aclk) disable iff (!s_axi_aresetn) 
(!myip_v1_0_S00_AXI.s_axi_rvalid) |-> (myip_v1_0_S00_AXI.s_axi_rdata == 0));

When the read data is invalidated, the read data channel should be cleared

Questa only gives values 
for signals in the properties 

not sufficient to judge impact

manual testbench

DV 2025

1.8 Case study : Counter-Example of Property
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P_16: assert property (@(posedge s_axi_aclk) disable iff (!s_axi_aresetn) 
(!myip_v1_0_S00_AXI.s_axi_rvalid) |-> (myip_v1_0_S00_AXI.s_axi_rdata == 0));

Buggy
IP

Interconnect

AttackerVictim

M M

S

S S

M

Subordinate

Manager 1 Manager 2

DV 2025

1.8 Case study : Setup



23

Correct Behavior Exploit

Data 
Leakage

DV 2025

1.8 Case study : Exploit
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1.assign slv_reg_rden = axi_arready & 
S_AXI_ARVALID & ~axi_rvalid; 

2.always @( posedge S_AXI_ACLK )

3.  begin 

4.   …

5.  if (slv_reg_rden) begin

6.           axi_rdata <= reg_data_out;     

7.     end 

8. end 

Data latching

Depends on
address handshake and

channel ordering 

DV 2025

1.8 Evaluation: Code and Patch
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assign slv_reg_rden = axi_arready & 
S_AXI_ARVALID & ~axi_rvalid; 

 reg [31:0] storage;

 always @(*)

        begin

            …

            if (slv_reg_rden) begin

                storage  <= reg_data_out;

                axi_rdata <= 32'h0;

             end 

            else if (axi_rvalid) begin

                 axi_rdata <= storage;

                 storage <= storage;

            end

            else begin

                 axi_rdata <= 32'h0;

                 storage <= 32'h0;

             end

        end

1.assign slv_reg_rden = axi_arready & 
S_AXI_ARVALID & ~axi_rvalid; 

2.always @( posedge S_AXI_ACLK )

3.  begin 

4.   …

5.  if (slv_reg_rden) begin

6.           axi_rdata <= reg_data_out;     

7.     end 

8. end

Resources Baseline Patch

FFs/LUTs 48/170 79/170

Logic Levels 1 5

Power (in W) 0.103 0.104

1.

 

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.DV 2025

1.8 Evaluation: Code and Patch



• First to capture AXI specification and security semantics

• Detects 135 violations in 7 implementations from AMD Xilinx, PULP 
and open-source projects

• 7 exploits demonstrate security impact of eXpect-detected violations

26
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1.9 eXpect in a nutshell



Part 1: Detecting security-relevant protocol violations

 eXpect: On the Security Implications of Violations in AXI 
Implementations, M. Zonta-Roudes, A. Meza, N. Hinderling, L. 
Deutschmann, F. Restuccia, R. Kastner, S. Shinde, ACM/IEEE        
ICCAD, 2024 

Part 2: Exploiting vulnerabilities in interconnects

 Xray: Detecting and Exploiting Vulnerabilities in Arm AXI 
Interconnects, M. Zonta-Roudes, N. Hinderling, S. Shinde , 
ACM/IEEE DATE, 2025 
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Attacker
Manager

Accel
core

28

AXI implementations are vulnerable & exploitable Can interconnects stop AXI exploits?

Attacker
Manager

Memory 1

Calculator

AXI
Inter

connect
Accel
core

Memory 1

Calculator

DV 2025

2.1 What about beyond individual IPs? 



Interconnect requirements: 
- Route request from Manager 1 to Subordinate 1
- Route data from Subordinate 1 to Manager 1 

Correct behaviorRead transaction

read data
channel

Subordinate
1

addr

Manager 
1 data

Manager 
2

Subordinate
2

read addr 
channel

Interconnect

addr and data 
present on IC 
subordinate 

interface

29DV 2025

2.2 Example



Interconnect requirements: 
- Route request from Manager 1 to Subordinate 1
- Route data from Subordinate 1 to Manager 1 

Incorrect behaviorRead transaction

read data
channel

Subordinate
1

addr

Manager 
1 data

Manager 
2

Subordinate
2

read data 
channel data

read addr 
channel

Interconnect

addr and data 
present on IC 
subordinate 

interface

Leads to Data Leakage

30

Data wrongly 
present on M2 

interface

DV 2025

2.2 Example



Can we generate automatic exploits 
that bypass AXI interconnects?

Can we bypass AXI interconnects?

31DV 2025



Xray

Automatic analysis of Interconnect 
Security

7 interconnects 

Xilinx Interconnect lite, full, Xilinx 
Smartconnect, PULP lite, full,

Gisselquist lite, full

Detected & exploited 41 
vulnerabilities

Led to data leakage, memory 
corruption, execution 

integrity, DoS

32DV 2025

2.3 Xray Contributions



Accel 
core

Memory 
1

Calculator

AXI
Inter

connectAttacker
manager

IC

10 9 7 4 2

8 9 7 4 2

8 6 5 3 1

8 6 5 3 1

M1

S1

M2

S2

Write Transaction Read Transaction

Data Leakage ExploitSetup

M1

M2

S1

S2

33DV 2025

2.4 Problem: Can interconnects stop AXI exploits?



Accel 
core

Memory 
1

Calculator

AXI
Inter

connectAttacker
manager

IC

10 9 7 4 2

8 9 7 4 2

8 6 5 3 1

8 6 5 3 1

M1

S1

M2

S2

Write Transaction Read Transaction

Data Leakage ExploitSetup

M1

M2

S1

S2
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2.4 Problem: Can interconnects stop AXI exploits?

8 98 6 3

7 4 25 1



Can we generate automatic exploits 
that bypass AXI interconnects?

Can we bypass AXI interconnects?

Yes!

35DV 2025
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Read Trans.

Read Address 
Channel

arready arvalid araddr ...

Read Data 
Channel

rdata rresp ...

Write Trans.

Write Address 
Channel

... awprot awlen

Write Data 
Channel

... wstrb wlast

Write Ack 
Channel

... bresp

Transactions

Signals

Channels

DV 2025

2.4 AXI Protocol Granularity



IC S1 Port IC S2 Port

IC M1 Port IC M2 Port

Router

Router

Arbiter

Arbiter

Each interconnect is unique:
- Configuration: Buffer depth
- Arbitration: Algorithm 
- Routing: Secure
- Time out

Solution: Consider the 
interconnect as an AXI 
compliant opaque box processing 
read and write transactions

37

How to generate generic interconnect inputs? 

DV 2025

2.4 Challenge #1  



IC S1 Port IC S2 Port

IC M1 Port IC M2 Port

Router

Router

Arbiter

Arbiter

Each interconnect is unique:
- Configuration: Buffer depth
- Arbitration: Algorithm 
- Routing: Secure
- Time out

Solution: Consider the 
interconnect as an AXI 
compliant opaque box processing 
read and write transactions

38

How to generate generic interconnect inputs? 

Granularity choice: 
Transactions

DV 2025

2.4 Challenge #1  
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How to generate vulnerabilities triggering inputs?
Goal: Choose inputs that maximise exploits in interconnects but minimise false positives.

M1 M2

R

R
R W

M1 M2

      

   

      

       

       

           

execution 
integrity

non AXI compliant

AXI compliant traffic

bus sharing, 
data leakage

execution
integrity

Solution: Generate AXI compliant transactions to make sure it’s a valid AXI traffic then mutate

DV 2025

2.4 Challenge #2  
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How to generate vulnerabilities triggering inputs?
Goal: Choose inputs that maximise exploits in interconnects but minimise false positives.
Solution: Generate AXI compliant transactions to make sure it’s a valid AXI traffic then mutate 

M1 M2

R

R
R W

M1 M2

      

   

      

       

       

           

execution 
integrity

non AXI compliant

AXI compliant traffic

bus sharing, 
data leakage

execution
integrity

Granularity choice: 
Transactions

DV 2025

2.4 Challenge #2 
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How to detect if an input triggers vulnerabilities?

Why do we need detection mechanisms?

NO!

Inputs that trigger vulnerabilities may not break functionality 

Are there existing IPs to detect functional issues? Verification IPs (VIPs)

Are VIPs enough to detect all the security issues? 

How can we do better? Explicit checks to ensure properties
violation → error

→ Stale data → Data must be cleared if invalidated

assert property (@(posedge clk) disable iff (!reset)!rvalid ⇒ (rdata == 0));

DV 2025

2.4 Challenge #3  
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How to detect if an input triggers vulnerabilities?

Why do we need detection mechanisms?

NO!

Inputs that trigger vulnerabilities may not break functionality 

Are there existing IPs to detect functional issues? Verification IPs (VIPs)

Are VIPs enough to detect all the security issues? 

How can we do better? Explicit checks to ensure properties
violation → error

→ Stale data → Data must be cleared if invalidated

assert property (@(posedge clk) disable iff (!reset)!rvalid ⇒ (rdata == 0));

Granularity choice: 
Signals

DV 2025

2.4 Challenge #3  



13 Properties:
- Ordering
- Data Clearance
- Timout
- Concurrency
- Routing
20 sub-properties 
across 
Read and Write 
transactions

Category R/W Property

Reset R/W Valid signals should be cleared upon reset 

Data Reset R/W Address and data should be cleared upon reset

Data Clearance R/W Values should be cleared after usage 

Data Isolation R/W Data of one manager shouldn’t be present on another manager bus

Data Ordering R The data should follow the associated address 

Data Timeout R The transaction should be cancelled if the ack does not follow the address 

Data/Address Timeout W Data and address are active at the same time 

Ack Ordering W Ack should come after address and data have been transmitted

Ack Timeout W The transaction should be cancelled if the ack does not follow the data 

Concurrency R/W A read and a write transaction are issued at the same time

Burst Number R/W The number of burst should map the issued length

Last Burst Transfer R/W The last signal should be issued only at the last burst transfer

ID W The acknowledgment ID should match the request ID 

43DV 2025

2.5 Xray Properties



.out

ERROR
WARNINGM2 S2

S1

IC

TG C

Mutation 
Strategy

M2 S2

S1

IC

TG C

C

C

C

TRACE
ILA/

Simulation

Xray

44DV 2025

2.6 Xray Tool



• Tested 7 interconnects
• open and closed source 

• AXI-Lite and AXI-full 

• Varying features

• They all implement AXI compliance, 
burst transfer and arbitration.

• None of them implement timeout.

• Ran on FPGA VCU118 and Zynq 
ZCU102

Interconnects Additional Features

Pulp Xbar Lite
Buffer Config

Pulp Xbar Full

Gisselquist Xbar Lite
Buffer Config

Gisselquist Xbar Lite

Xilinx Interconnect Lite Buffer Config, Security 
Isolation, Protocol BridgingXilinx Interconnect Full

Xilinx Smartconnect 
Buffer Config, Security 

Isolation, Protocol Bridging, 
Auto Config

45DV 2025

2.7 Evaluation: Experimental Setup



Vulnerabilities/
Interconnects

DoS 
Read

DoS
Write

DoS Write
Last Burst

Memory 
Corruption
Last Burst

Wrong 
Routing
Ack

Unallowed 
Bus Sharing

Read Data 
Leakage

Buffer 
Overflow

Memory 
Corruption 
Concurrency

Pulp Lite

Pulp Full

Gisselquist Lite

Gisselquist Full

Xilinx Interconnect 
Lite

Xilinx Interconnect 
Full

Xilinx 
Smartconnect

46DV 2025

2.7 Evaluation: Xray results Setup



Vulnerabilities/
Interconnects

DoS 
Read

DoS
Write

DoS Write
Last Burst

Memory 
Corruption
Last Burst

Wrong 
Routing
Ack

Unallowed 
Bus Sharing

Read Data 
Leakage

Buffer 
Overflow

Memory 
Corruption 
Concurrency

Pulp Lite

Pulp Full

Gisselquist Lite

Gisselquist Full

Xilinx Interconnect 
Lite

Xilinx Interconnect 
Full

Xilinx 
Smartconnect

47

41 Vulnerabilities

DV 2025

2.7 Evaluation: Xray results



Interconnect: Xilinx Smartconnect

ALU 

Shell

M

M

S

S S

M

Memory

Manager 1
Manager 2

Firewall

Host CPU

F1 instance

Attacker 
Configuration
Read and Write Concurrency

Addr/Data Width : 32 

WLEN/ARLEN: 4

PCIe

48

M1 M2

R W

Checker Subordinate
Properties:

Concurrency

DV 2025

2.8 Case Study: AWS Setup



IC

Read(0x00)

Read(0x04)

Read(0x00)

Read(0x04)
…

.c

ALU
IP

0x01

0x02

0x0A

0x00

0x04

0x80

……

Write(0x0B)

Read

F1 instance

Classification Task

Custom Logic
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2.8 Case Study: Exploit



0x01

0x02

0x0B

0x02

IC

Read(0x00)

Read(0x04)

Read(0x00)

Read(0x04)
…

.c

output

ALU
IP

0x0B

0x02

0x0A

0x00

0x04

0x80

……

Write(0x0B)

Read

F1 instance

Classification Task

Custom Logic

50DV 2025

2.8 Case Study: Exploit



Memory

0x00: 0x01

0x04 : 0x02

0x08 : 0x03

0x0C : 0x04

Address : Value

wrong data:
execution integrity

data leakage

51DV 2025

2.8 Case Study: Exploit



• First tool to analyse interconnects security

• Detects 41 vulnerabilities in 7 interconnects from AMD Xilinx, PULP 
and open-source projects

• 3 case studies demonstrate security impact of Xray-detected 
violations

52DV 2025

2.9 Xray in a nutshell 



• AXI compliance needs to be respected but it is not enough.

• eXpect exposes security critical violations in AXI IPs.

• Xray reveals how these violations propagate across interconnects.

• This method can be extended to other on-chip protocols. 

• Both tools are open source at https://axi-security.github.io/ 

53DV 2025

Conclusion

https://axi-security.github.io/expect/
https://axi-security.github.io/expect/
https://axi-security.github.io/expect/


Backup Slides
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Memory Buggy
Memory

Interconnect: Xilinx 
Interconnect Full

Addition IPVictim

M M

S S

M

S

Subordinate 1

Manager 1 Manager 2

M

S

Subordinate 2

Attacker 
Configuration
Read spamming

Addr/Data Width : 32 

Buffer size: 6

Checker Manager
Properties:

Bus Sharing  
Wrong Routing Ack

Timeout 

M1 M2

R

R1

R2

R3

R4

R5

R6

Checker Subordinate
Properties:

Timeout

55DV 2025

Backup



Out of 13 properties: 
4 Properties are included in the VIPs
9 Properties were not included in the VIPs

Props Reset Data 
Reset

Data 
Clearance

Data 
Isolation

Data 
Ordering

Data 
Time
out

D/A 
Time
out

Ack 
Ordering

Ack 
Time
out

Concurr
ency

Bust 
Number

Last 
Burst

ID

VIPs

Xray

56

Backup



Out of 13 properties: 
3 Properties are included in the VIP
10 Properties were not included in the VIP

Props Reset Data 
Reset

Data 
Clearance

Data 
Isolation

Data 
Ordering

Data 
Time
out

D/A 
Time
out

Ack 
Ordering

Ack 
Time
out

Concurr
ency

Bust 
Number

Last 
Burst

ID

VIPs

Xray
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