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Motivation for MMU 6
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Allow software to use more
memory than physically
available

Handle Memory Fragmentation Memory Case

With Address @] =———] Gahinasriees

\

Data not Secure

All accessing @1

Isolate memory accesses across
processes

RAM Case Value

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Virtual Memory Mapping 6
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Each program sees a virtual address (VA) that is mapped to a physical address (PA)

Virtual Addr Physical Addr

VA
#’ Map B (PA)

Map D

Mappings Disk
Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Virtual to Physical mapping via Page Tables 6
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Each program gets a multi-stage page table lookup
* Having multiple levels of page tables reduces overall memory usage

Translation Physical Addr
Virtual (PA) RTYL
Addr MapB '.‘.-'.----
(VA)
=% P71 PT 2
Program B needs From Virtual Address Find PA in RAM
access to Address to Physical Address or Disk

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Virtual to Physical mapping via Page Tables 6
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TLB Cache store a copy of previous table walks to improve performance
* Software must flush appropriate entries from TLB when page mapping is changed

Physical
Address
Translation

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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One Stage Address Translation Page Table Walks $

Virtual address Physical Address
9 9 9 12 44 12
— | EXT| 12 [ 11 | Lo [offset] | PPN [Offset|
I A
44 10
11
44 10
11
PPN |Flags - -
1 511
1 PP Flags
0 f
APage|Directory 1 Ly PPN |Flags
I I
Page| Directory 1
satp i

Page Directory

63 53 10 9876543210

L~ v-valid
R - Readable
W - Writable

X - Executable

U - User

G - Global

A - Accessed

D - Dirty (0 in page directory)
Reserved for supervisor software

Reserved Physical Page Number RSWD A

G

u

X

Figure 3.2: RISC-V address translation details.

Attribution: https://clownote.github.io/2021/03/06/xv6/Xv6-page-table/
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Build up sparse tree of page directories
S/U mode



Hypervisor and Two-Stage Address Translation $
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Guest Guest .
Vi rt u a I Vin:u:l addrjss , . Phs‘:‘s‘ical Addreis P hys i ca | ‘ V;n:u:l alddrjssl . | . | Ph):fica\ Addreis P hys | Ca I
EXT| L2 Y | ffs EXT| L2 L1 | Lo |Offset PPN Offset
—> (BT T T Tome] [ e = Address

. Address —
(GVA) i (GPA) i (PA)

ﬁ PRy IFtags ﬁ
44 10 44 10
T [ 511 T I 511
1 1

0 0
A - -
Page‘ Directory ; ] Ly PPN |Flags Page| Directory 1 W Ly PPN |Flags

N E |- N |-
age| Directory 1 Page Directory 1
vsatp 7 hgatp L—’O

Page Directory Page Directory

Address

£=3
n

virtual-VS/VU-mode

Attribution: https://clownote.github.io/2021/03/06/xv6/Xv6-page-table/
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Vignettes from the RISCV ISA: Page Table Entries

are reserved
bits.

31 2019 109 8 7 6 5 4 3 2 10
| PPN[1] | PPN[O] |Rsw |D[A[G|u|x|wW|R|V]
12 10 2 11111111
Figure 19. Sv32 page table entry.

The PTE for| Attempting to fetch an instruction from a page that does not have execute permissions raises a fetch
valid; if it 1§ page-fault exception. Attempting to execute a load or load-reserved instruction whose effective
permission | address lies within a page without read permissions raises a load page-fault exception. Attempting to
respectivelyf execute a store, store-conditional, or AMO instruction whose effective address lies within a page
otherwise, il without write pdCase, supervisor code will fault on accesses o user-mode pages. Irrespective of SU

may not execute code on pages with U=1.

, the supervisor

i

BREKER"

o i An alternative PTE format would support different permissions for supervisor and
< o user. We omitted this feature because it would be largely redundant with the SUM
me@The RSW field is reserved for use by supervisor software; the implementation shall ignore this field.
The U bit indic enq
the page when Each leaf PTE contains an accessed (A) and dirty (D) bit. The A bit indicates the virtual page has been

access pages W |Ne G bit designdread, written, or fetched from since the last time the A bit was cleared. The D bit indicates the virtual

For non-leaf PTEgpage has been written since the last time the D bit was cleared.
table are global

whereas marking [Two schemes to manage the A and D bits are defined:
space with a diffg

bit is clear, a page-fault exception is raised.

mapping being us The Svade extension: when a virtual page is accessed and the A bit is clear, or is written and the D

© Breker Verification Systems, Inc. All rights reserved.
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MMU & Hypervisor Test Plan: Select Privilege Level $
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1.1. MMU & Hypervisor Page Translation

Tests Plan for Paging and Hypervisor functionality.

Start: Select privilege level

1.1.1. Select privilege level
RvMmuOp::gotoPrvs...

IsaRef: link >
\9,/ -

CvgRef: gotoPrv /,/ RvMmuOp::gotoPrvu...
. o ' RvMmuOp::gotoPrv | = ‘:;1393""'_

Pick a random privilege level to use for the scenario. \\{;- RVMMUOp::gotoPrVVs...

Select one of: S~

RvMmuOp::gotoPrvVu...

® User mode

® Hypervisor-extended supervisor mode
® Virtual user mode

® \/irtual supervisor mode
NOTE: cannot run MMU operations in Machine mode.

TODO: support disabling of misa.H for S and U mode even if H extension is supported

© Breker Verification Systems, Inc. All rights reserved. 14



MMU & Hypervisor Test Plan: User Mode 6
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1.1.1.1. User mode
RvMmuOp::gotoPrvs... I
=

CvgRef: gotoPrvU -~ %

)9 RvMmuOp::gotoPrvu l____
5 &l‘-”f" RvMmuOp::makePageMapSatp...
o

\\f{ RvMmuOp::gotoPrvvs... I
¢ require PTE.U ﬂag . RvMmuOp::gotoPrvVu...

® Setup one-stage address translation
® Switch to U-mode

® Select operation

© Breker Verification Systems, Inc. All rights reserved. 15



MMU & Hypervisor Test Plan: Setup one-stage address $
translation BREKER"

1.1.3.1. Setup one-stage address translation

| RvMmuOp::satpModeBare

I

IsaRef: link /]
RvMmuOp::satpModeSv39 I

‘ RvMmuOp::satpMode —
— N | RvMmuOp::satpModeSv48 I

C’h‘g REf: ma kE‘ Pa g e M a Dsa t p __I RvMmuOp::buildPageMap RvMmuOp::makeRootPage... \“xﬁ_
| RvMmuOp::makePageMapSatp I | RvMmuOp::satpModeSv57 I
___-I RvMmuOp::writeSatp... ‘ RvMmuOp::mapYamlRegions... .

Do

® Select one-stage paging mode
® Allocate 4KB naturally aligned root page
® Page map code stack and code addresses

® Write satp with root page table address and mode

TODO: randomize AISD mapping

© Breker Verification Systems, Inc. All rights reserved. 16



MMU & Hypervisor Test Plan: Select operation 6
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1.1.2. Select operation

Pick an operation to exercise page translation

Select one of
RvMmuOp::dolLoad...
® . ___FLQF-——H“‘#__I__
Do load operation ____________________———v.if—':____}f"__ ST - RvMmuOp::doStore...
. RvMmuOp::gotoPrvU | | T
® Do store ODE‘-I’&UOH S RvMmuOp::makePageMapSatp... RvMmuOp::doExec...

® Do execute operation

TODO: need to add LR, sC and AMO operations.

© Breker Verification Systems, Inc. All rights reserved. 17



MMU & Hypervisor Test Plan: Do store operation $
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1.1.2.2. Do store operation

RvMmuOp::getPhy2Virt...
IsaRef: link -
/// RvMmuOp::getVirt2Phy...
CvgRef: doStore P
RvMmuOp::doStore - RvMmuOp::predictFaults
® Allocate virtual address S—
® require PTE flags D, A, W, R and V set . - RvMmuOp::flushTlb
® if (U or VU mode) require PTE flag U set RvMmuOp::checkFaults

® Store to allocated virtual address and update memory scoreboard

® Check expected page faults for mcause CAUSE_STORE_[GUEST_]PAGE_FAULT

NOTE: need both PTE.W and PTE.R — no write-only PTE flag configuration

© Breker Verification Systems, Inc. All rights reserved. 18



MMU & Hypervisor Test Plan: Allocate virtual address 6
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1.1.4. Allocate virtual address

® allocate physical memory
® Page map pysical address to virtual address
® predict expected page faults
® if (two-stage translation)
® Generate hypervisor memory-management fence instructions

® Generate supervisor memory-management fence instruction

© Breker Verification Systems, Inc. All rights reserved 19



MMU & Hypervisor Test Plan: Page Map physical to virtual 6
address

BREKER"
1.1.6. Page map pysical address to virtual address
J RvMmuOp::getVpn I
IsaRef: link yd
/ ({{_f__i___),,_——f——:j:;j:_jj __—i%i i‘j RvMmuOp::pickNewVpn... I
CvgRef: getPhy2Virt / - S :
/”_%‘y/ __7‘| RvMmuOp::pickVpn F;——i—_——i:l RvMmuOp::pickOldVpn... I
® if (two-state translation) e ) |
= — RvMmuOp::getAddrs
\i\ '\H\ | RvMmuQp::setPageTableEntry I_
e p 1 : N T ] RvMmuOp:getPteaddr |
age map pysical address to virtual address to get gpa . [ AuMmuoprgetrageBase | -
\"\H "\\ I RvMmuOp::leafPteFlags... |
® for e'a(:h PTE le\fel | RvMmuOp::getPageTableEntry... I ~

.
‘ RvMmuOp::nonLeafPteFlags... I

® Pick VPN for PTE
® Pick PTE flags

TODO: clarify if sign extension (e.g. must have bits 63-39 all equal to bit 38) is used

TODO: clarify usage of megapages, gigapages, terapages and pentapages

© Breker Verification Systems, Inc. All rights reserved. 20



MMU & Hypervisor Test Plan: Pick PTE Flags

1.1.8. Pick PTE flags

1.1.9. Pick leaf PTE flags
L]
if (lg1saret: tink

CvgRef: leafPteFlags
@ I:Do
® Pick leaf PTEV
e.lse ® Pick leaf PTE.R
® Pick leaf PTEW
® Pick leaf PTE.X
® i,
® Pick leaf PTE.U
® Pick leaf PTE.G

® Pick leaf PTEA
® Pick leaf PTED
® Pick leaf PTE.RSW

NOTE: assumes Svade exte|
TODO: randomize reserved

TODO: implement PBMT bits

TODO: implement N bit

1.1.9.3. Pick leaf PTE.W

CvgRef: leafPteW

® if (require PTE.W)
® Select one of
B PTE.W set CvgRef: leafPteW1Set
B PTE.W clear CvgRef: leafPteW1CIrErr
W predict page fault
® else
® Select one of
B PTE.W set CvgRef: leafPteW0Set
B PTE.W clear CvgRef: leafPteWOCIr

ayd
/
s

o

e -

| RvMmUOp::leafPteRSW... I

e
o | RvMmuOp::leafPteD...

-

_ RVMmuOp:leafPeA...

T

RvMmuOp::leafPteFlags

I
I
— | RvMmuOp::leafPteG... I
I

© Breker Verification Systems, Inc. All rights reserved.

|——| RvMmuOp::leafPteU...

~ -
NN T RvMmuOp::leafPteX...

N —

\\\ \\\ T —
NN | RvMmuOp::leafPteW [
\\ \\. S

AN =
N ‘ RvMmuOp::leafPteR... I

RNy
‘ RvMmUuOp::leafPteV... |

BREKER"

| RvMmuOp::leafPteW1Set I

_—
—~
J RvMmuOp::leafPteWl I—-¥—~| RvMmuOp::leafPteW1CIrErr ]

j RvMmuOp::leafPteW0 I—ﬁj RvMmuOp::leafPteW0Set I

| RvMmUuOp::leafPteWoCIr |

21



MMU & Hypervisor Test Plan: Complete Scenario Model $
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int RvMmuOp::gotoPrv() {
select(
gotoPrvs(),
gotoPrvu(), _— —
gotoPrvVs(), S ——————\
gotoPrvvu() Leaf PTE Flags ~— S —— e ==
); | —
return 0;
}
Call graph of C/C++ program
with select() operator PTE/VPN addr
Load/Store/Exec selection

S/U/VS/VU Priv
levels

e )4: ; - Selection Non-Leaf PTE Flags /

2.23e+138 possible &= (Sv39,S5v48x4 etc)

Planning paths!

© Breker Verification Systems, Inc. All rights reserved. 22
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MMU One-Stage Address Translation Example

BREKER"

& TiokDebug 2111 s ricbl memucenton? - o x

7
[ Bl Toss view reernces Sobct idow
| C P22 BB U AAA uw = 4=  Find: in|log - «|[» | 1 match Case
| = Memory Map @00 Memory Vakies x|
| - pm rvMau0p.3 trek_mem_ddr0+0xbd64000 (0x1080 bytes)
Before
6x00000000: 42280084 875612¢8 c6a27a2d b6b 2688
6x00000010: ebS40bda 6460bad8 4fae0563 97c94e08
| 8x00008fe0: 183b1b06 1a93c5¢8 BcbS16af 8488988
| e 8x00000710: 31272655 fbbc6das 25a121fe b053108
After
b 6x00600000: 42280084 875612¢8 06000000 2beb0101
- G 6x00000010: ebS40bda 6460ba48 00000000 2bebs201
0x00000fe0: 18361006 1a93c5¢8 0cb516af 04788988
= 6x00000f f0: 31272655 fbbc6d4s 25a121fe b053108
rvMau0p.3 trek_men_ddrl+0x6057000 (6x1000 bytes)
Before
6x00000000: 0198aa8b 2101928 7412a42¢ 506ea688
6x00600010: 16840549 3e523a48 6dleaf62 31b8ce08
harto H hartl — - 6x00000ed: 466b4506 b45d45¢8 bae546af 27220988
< 8x00600110: 5¢975054 9567eda8 53114b1d 8414b108
TO T i T0 T Tost Source

rvMmuOp. 3
trek wrlte64(Bx06600690221803chLL 0x900000003fad4218ULL) H

Sv39 mode + root PPN

LO PTE with fault

p
// RSW=0x3 D 0 A=0 G=1 U=0 X=0 W-O R=0 (non-leaf) V=1
trek write64(0x000000002beb5721ULL, 0x0600000009bd646a0ULL)
// satp L1: 0xafad5000[ 0xb4 ] = Oxafad6000
// RSW= 0x2 D=0 A=0 G=0 U=0 X=0 W=0 R=0 (non leaf) V=1

satp LO: Oxafadﬁeﬁe[ 0x5e ]

= afad3600 [leaf]
// RSW—OXG D=0 (fault) A=1 G=0 U=

0x
1 X=0 W=0 (fault) R—B (fault) V=0 (fault)

Predicted PTE Traversal

// v1rt ex351685e008 phy: 0xafad3008 (vpn[2]= Bxd4 vpn[l] =0xb4 vpn[0]=0x5e
// page walk addresses:

// satp L2: phy: 0x9bd646a0

// satp L1: phy: 0xafad55a0

// satp LO: phy: 0xafad62f0 (fault)

TLB Flush instruction

phy Bxafad3008 (virt: 0x351685e008 )
o 8

= trek: info: Test session 2 has started St LF:
trek: info: Start playing iteration 1 .

540 trek: info: Begin rvMmuOp.4 [event:0x3 agent:hart® thread:Te instance:rvMmuOp.4 iteration:

560 trek: info: End rvMmuOp.4 [event:Oxe agent:hart® thread:TO instance:rvMmuOp.4 iteration: 1]
640 trek: info: Begin rvMmuOp.10 [event:0x12 agent:hart® thread:T1 instance:rvMmuOp.10 iteration: 1]
660 trek: info: End rvMmuOp.16 [event:@x1b agent:hart® thread:T1 instance:rvMmuOp.10 iteration:

1]

asm volatile (" sfence.vma %0, xe;'.'

“r“ (OXBSIGBSeBOSULL) ).

// v1rtual address

1]

740 trek: info: Begin rvMmuOp.1 [event:0x23 agent:hartl thread:T@ instance:rvMmuOp.l iteration: 1)
760 trek: info: End rvMmuOp.1 [event:0x2d agent:hartl thread:Te instance:rvMmuOp.l iteration: 1]
860 trek: info: Begin rvMmuOp.8 [event:@x34 agent:hart2 thread:T@ instance:rvMmuOp.8 iteration: 1]
880 trek: info: End rvMmuOp.8 [event:0x36 agent:hart2 thread: instance:rvMmuOp.8 iteration: 1]
960 trek: info: Begin rvMmuOp.5 [event:0x3a agent:hart2 thread:T1 instance:rvMmuOp.5 iteration: 1]
980 trek: info: End rvMmuOp.5 [event:0x43 agent:hart2 thread:T1 instance:rvMmuOp.5 iteration: 1]
trek: info: Begin rvMmuOp.2 [event:0x44 agent:hart2 thread:T1 instance:rvMmuOp.2 iteration: 1]
trek: info: End rvMmuOp.2 [event:Oxda agent:hart2 thread:T1 instance:rvMmuOp.2 iteration: 1]
trek: info: Begin rvMmuOp.7 [event:0x51 agent:hart3 thread:T@ instance:rvMmuOp.7 iteration: 1]
trek: info: End rvMmuOp.7 [event:OxSb agent:hart3 thread:T@ instance:rvMmuOp.7 iteration: 1]
trek: info: Begin rvMmuOp.3 [event:0x5c agent:hart3 thread:T@ instance:rvMmuOp.3 iteration: 1]
trek: info: End rvMmuOp.3 [event:0x62 agent:hart3 thread:T@ instance:rvMmuOp.3 iteration: 1]
trek: info: Begin rvMmuOp.6 [event:0x63 agent:hart3 thread:T@ instance:rvMmuOp.6 iteration: 1]
trek: info: End rvMmuOp.6 [event:0x69 agent:hart3 thread:Te instance:rvMmuOp.6 iteration: 1]
trek: info: Begin rvMmuOp.9 [event:Ox6d agent:hart3 thread:T1 instance:rvMmuOp.9 iteration: 1
trek: info: End rvMmuOp.9 [event:0x6f agent:hart3 thread:T1 instance:rvMmuOp.9 iteration: 1]
trek: info: **** End of Test ****

: info: **** Test Report Summary ****

info: summary: 21 Events Executed ( Last Event: ©x6f Instance: rvMmuOp.9 )

info: summary: Test PASSED

info: Replay thread is exiting...

: info: Test session 2 is terminated

g

L Memory focations of rvMmu0p 3

f
trekRvMTrapInfo[TREK PROCESSOR IDX].virtAddr = 0x351685e008ULL;
trekRvMTrapInfo[TREK PROCESSOR IDX].pcFixup = Oxffffffc000000000ULL;
trek _goto_| pr1v(PRV S);

// write 8 bytes at virtual addr 0x351685e008 = 0xcc83e360d5c25710
asm volatile (

e -l

" 1i %1, 0xcc83e360d5¢25710;"

" 11 %2, 0x351685e008;"

g

" sd %1, 0(%2)

"=r"(epc), "=r"(unusedl), "=r"(unused2)

) H —
trek goto priv(PRV M);

" B H
if (!(trekRvMTrapInfo[TREK PROCESSOR IDX].count == 0x0000000000000001)) {
trek c2t_arg(6, 6x0000000000000001);
trekT ATy O trekRYMTrap T ot TREN-PROCESSOR=IDXcoTTTt)s

trek _c2t_event(6, 0x5d); // [event:0x5d agent:hart3 thread:TO instance:rvMmuOp.3]

Store to virtual address

Self-Checking Test

eration: 1

© Breker Verification Systems, Inc. All rights reserved.
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Example Customer Bugs and ISA Misinterpretations $
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e Guest Page Fault vs (Host) Page Fault mcause for Hypervisor
e Code Prefetch past end of mapped page

e Request to support Sv39 for G-stage translation

e Failing to take page fault for bad PTE Flags

© Breker Verification Systems, Inc. All rights reserved. 25
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Debug Failing Test

BREKER"

& TrekDebug 1.2.2 coherency-aarchS4-readWrtehix
Ele Tests View freferences Select Window

B-Be © P e B AKA 1w

- o x
= 4= Find: in | coherency-aarchGd-resdwriteMine ~ || v ) march case

~ Memory Map % Memary Values 2|

multiOp.3 trek_
' 0x00000000: fdde

ddr+0x22aefeba (0x2 bytes)

Mem address and

TO T TO

info: trek_checkB(): compare PASSED: Oxde

1000 trek: info: Thread trek_cpu_3_T1 completed [event:0x40 MAIN) /% tbx: trek checkl6(Oxdefd, trek mem ddri0x22aeleba); */
trek: info: Begin multiOp.2 [event:0x36 agent:cpu 2 thread:T1 instance:multiop.2] }
trek: info: Processor cpu 3 iteration done [event:0xd42 MAIN]
orfne rek: info: trek check32(): compare PASSED: DX76e40097 [ewent:0x22 agent:cpu ] thread:T1 instance:checkSet.l) // memAllocRepeat with 0x5 blocks of 0x2 byftes
Fal Ing E rror trek: info: trek checkd2(): compare PASSED: 0x7640087 [event:0x23 agenticpu 1 threadsTl instancescheckSet.l] // pes top.readiirite.doRead / pes top.opSetf20pBlks.multiop / pes top.memBlkOps.checkBlk
info: trek_checkd2(): compare PASSED: 0x76e40097 [event:0x24 agent:cpu_l thread:Tl instance:checkSet.l] - - -

1120

1340

Memory locations of muiop.3

info: End checkSet.3 [event:0xb agent:cpu 0 thread:TO instance:checkSet.3]
980 trek: info: Begin checkSet.l [event:0x21 agent:cpu_l thread:T1 instance:checkSet.l]

info: trek check32(): compare PASSED: 0x76ed40087 [event:0x25 agent:cpu_l thread:Tl instance:checkSet.l]

1060 End checkSet.l [event:0x26 agent:cpu_l thread:Tl instance:checkSet.l] . .
1080 End multiop.2 (event:0x37 agenticpu 2 thread:Tl instance:multiop.2] trek c2t event(2, 0x17): // [evpnt:0x17 agenticpu_l thread:T0 instanceimultiOp.3]
1100 Begin multiop.3 [event:0x14 agent:cpu 1 thread:T0 instance:multiop.3] /* tbx: trek_checkl6(0Oxdefd, trek mem Hdr+0x22aeleba); */

ead trek cpu 2 TO completed [event:0x34 MATN) }
1160 trek: info: Thread trek cpu 2 T1 completed [event:0x38 MAIN)
1180 trek: error: trek checkls(): mismatch expected: Oxdefc, actual: uxue
1200 trek: info: Processor cpu_2 iteration done [event:0x3a MAIN]
1180 trek: info: trek checklf(): compare PASSED: Oxdefd [event:0xl6 agenticpu 1 thread:T0 instance:multiop.3]

1240 trek: info: trek checkl6(): compare PASSED: Oxdefd ([event:0x17 agent:cpu 1 thread:T0 instance:multiCp.3]
1240 trek: error: trek _checkl6(): mismatch expected: Oxdefc, actual: Oxdefd [event:0x1B agent:cpu l thread:T0 instance:multiop.3]

1240 trek: info: trek checklé(): compare PASSED: Oxdefd [event:0x19 agent:cpu 1 thread:T0 instance:multicp.3] trek_c2t_arg(2, trek_readlé(

1260 trek: info: End multiop.3 [event:0xla agent:cpu 1 thread:T0 instance:multiop.3] trek c2t_event(2, Ox18); Lltiop.3]
1280 trek: info: Begin multiOp.d [event:Ox27 agenticpu 1 thread:Tl instancesmultiOp.d) /+ tbx: trek checkl6(Oxdefd e rror to Sou rce

1300 trek: info: End multiOp.4 [event:0x28 agent:cpu 1 thread:Tl1 instance:multiOp.4] } B

1320 gin writeBlk.2 [event:0xlb agent:cpu 1 thread:T0 instance:writeBlk.2]

End writeBlk.2 [event:0xlc agent:cpu_l thread:
/1350 trek: info: Thread trek_cpu_l_T1 completed [event:0x2% MAIN)
81380 trek: info: Begin checkSet.d [event:0xc agent:cpu 0 thread:TD instance:checkset.4) - -

cpu_1 cpu_2 cpu_3 | predicted data used by

Tl TO Tl TO T1

o failing task

Test Seurce
— coherency-aarché4-readWriteMix.c
J R R AR A AR AR AR AR AR AR A AR AR AR AR AR AR AR AR AR KRR R AR AR AR AR AR AR AR AR AR AR AR AR R AR Ak AR A AR AR AE ]
/4 multiop.3

trek write32 shared(0x2, trek_cpu_l TO state);

T
case (0x2): { // wait for multiOp.2
if (trek_read32_shared(trek cpu_2_T1_state) < 0x3) break;

trek c2t _event(2, 0x14); // [event:0x14 agent:cpu 1l thread:T0 instance:multiOp.3]
/* tbx: trek message(“Begin multiOp.3" */
// memhllocRepeat with 0x5 blocks of 0x2 bytes
// pss_top.readWrite.doRead / pss_top.opSet20pBlks.multiOp / pss_top.checkBlkErr
//*** ERROR INJECTED IN NEXT CHECK *%/
if (trek readl6(trek mem ddr+0x22aeOeba) oxdefe) { // trek checkl6()
trek c2t arg(2, trek readl6(trek mem ba)):
trek_c2t_event(2, 0x15); / enticpu_l thread:T0 instanceimultiOp.3]
/* tbxt trek_checkl6(Oxdefc, trek mem xZ2aeleba): */

// pss_top.readWrite.doRead / pss_top.opSet2

= //%#%% ERROR INJECTED IN HEXT CHECK **/
if (trek_readl6(trek_mem ddr+0x22aeOeba) I=
trek_c2t_arq(2, trek readl6(trek_mem_ddr+
trek_c2t_event(2, 0x16); /1 leve

pBlks.multiOp / pss_top.checkBlkErr

xdefd) { // trek_checkl6()
x22as0eba));
t:0x16 agent:cpu_1 thread:T0 instance:multiOp.3]

[event:0xa agent:cpu 0 thread:TO instance:checkset.3]

if (trek readl6(trek mem ddr+0x22aeOeba) 14 Oxdefd) { // trek checkl6()

trek_c2t_arg(2, trek readl6(trek mem ddrfOx22aeleba));

stance:multiop.3]

// memAllocRepeat with 0x5 blod
/ pss top.readWrite.doRead /
//*%* ERROR E E

s Cven |d relates

8 instanceswcdtenlic.d) // memAllocRepeat with 0x5 blocks of 0x2 bytes

// pss_top.readWrite.doRead / pss_top.opSet20pBlks.multiOp / pss_top.checkBlkErr

Testidie

© Breker Verification Systems, Inc. All rights reserved.
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Analyze & Close Scenario Model Coverage
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& TrekGraph 1.2.2: coherency-aarch64-readWriteMix

File Constraints Graph View Preferences

B-BQ 96 0%
Project Explorer (=]

coherency-aarché4-readWriteMix =
pss_top.readWrite entry[12]
pss_top.readWrite entry[13]
pss_top.readWrite entry[14]
pss_top.readWrite entry[15]
pss_top.readWrite entry[1]
pss_top.readWrite entry[2]
pss_top.readWrite entry[3]
pss_top.readWrite entry[4]
pss_top.readWrite entry[5]
pss_top.readWrite entry[6]
pss_top.readWrite entry[7]
pss_top.readWrite entry[8]
pss_top.readWrite entry[9]
pss_top.readWrite exit[10]
pss_top.readWrite exit[11]
pss_top.readWrite exit[12]
pss_top.readWrite exit[13]
pss_top.readWrite exit[14]
pss_top.readWrite exit[15]
pss_top.readWrite exit[1]
pss_top.readWrite exit[2]
pss_top.readWrite exit[3]
pss_top.readWrite exit[4]
pss_top.readWrite exit[5]
pss_top.readWrite exit[6]
pss_top.readWrite exit[7]
pss_top.readWrite exit[8]
pss_top.readWrite exit[9]
pss_top.writeCnly doWrite[10]
pss_top.writeCnly doWrite[11]
pss_top.writeCnly doWrite[12]
pss_top.writeOnly doWrite[13]
pss_top.writeOnly.doWrite[14]
pss_top.writeCnly doWrite[15]
pss_top.owriteOnly doWrite[1]
pss_top.writeOnly doWrite[2]
pss_top.writeOnly doWrite[3]
pss_top.writeOnly doWrite[4]
pss_top.owriteOnly.doWrite[5]
pss_top.writeCnly doWrite[6]
pss_top.owriteOnly doWrite[7]
pss_top.writeOnly.doWrite[8]
pss_top.writeOnly doWrite[9]
pss_top.writeOnly.entry[10]
pss_top.owriteCnly entry[11]
pss_top.owriteOnly entry[12]
pss_top.writeCOnly.entry[13]
pss_top.writeOnly entry[14]
pss_top.writeOnly.entry[15]
pss_top.writeCnly entry[1]
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Path has been exercised

Path remains to be exercised
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ISA Specs, Test Plans and Coverage
BREKER"

3.1, Supervisor CSRs | Page 57 1.1 MMU & Hypenvisor Page Transiation | Page 2
to ir that we consider it worth supporting even if Chapter 1. RISCV ISA Verification Plan
only rarely enabled.
™ 32 Supervisor Instructions | Fage 68 Veri| 1.1 MMU & Hypervisor Page Translation | Page 3
i provided. 1 # Select operatior
TOROads iy . o with "
Thy Tes
3.2 3.3, Sv32 Page-Based 32-bit Virtual-Memory Systems | Page 64 11. MMU & Hypervisor Page Translation | Page 4
Thy Sta 14
o0 3 31 221 1211 o ® Check expected page faults for meause CAUSE_LOAD_ [GUEST_]PAGE._FAULT
thd WPN[1] WPN[O] page affset Cug|
10 10 12 1.1, N
1.1.2.2. Do store operation
b Figure 17. Sv32 virtual address.
o The IsaRef: link
to ir Sv32 page tables consist of 2 page-table entries (PTEs), each of four byles. A page table is exactly -
™ aus) the size of a page and must always be aligned to a page boundary. The physical page number of the v . CvgRef: doStore _ -
i ordir root page table is stored in the satp register. " . oy
'l # Allocate virtual address [it—{ e |
an guar (e }—{ e
cert 33 2N 121 o seld . * require PTE flags D, A, W, R and V set . — e
o stru PPN[1] PPN[O] page affset
= 0 3 * if (U or VU mode] require PTE flag U set o) L]
o desc] . 111
assol Figure 18. SV32 physical address . * Store to allocated virtual address and update memory scoreboard
o
instry Cvg) ® Check expected page faults for meause CAUSE_STORE_[GUEST_]PAGE_FAULT
31 2019 M9 87 6543210 .
PPNLT] PPN[D) rsw [D[alG[ulx[w[Rr]v . Do NOTE: need both PTEW and PTE.R — no write-only PTE flag configuration
31 12 10 2 11111111 =
. .
' Figure 19. Sv32 page table eniry. Ngy 1.1.2.3. Do execute operation =T
- . 1.2.3.
tra| The PTE format for Sv32 s shown in Sv32 page table entry. The V bit indicates whether the FTE is Toqg - IsaRef: link Loz o]
tral valid; if it is 6, all other bits in the PTE are don’t-cares and may be used freely by software. The [
sv permission bits, R, W, and X, indicate whether the page is readable, writable, and executable, CugRef: doExec
sreN o o N ! i 114 vgl —
hof respectively. When all three are zero, the PTE is a pointer to the next level of the page table; 1.1.
diy strud otherwise, it is a leal PTE. Writable pages must also be marked readable; the contrary combinations Cugl . * Allocate vicul addresa T s ey
pel are reserved for future use. Encoding of PTE R/W/X fields. summarizes the encoding of the permission Pic  with PTE flags A, X and V sel
Fu bits. Do i
Sel ® if (U or VU mode) require PTE flag U set [t }—{ =)
) ) .
‘ Table 5. Encoding of PTE RAW/X fields. . * Jump to allocated virtual address
.
X W R Meaning . ® Check expected page faults for meause CAUSE_FETCH_[GUEST_IPAGE_FAULT STy ]
® § 6 Pointer ta next level of page table. .
® & 1 Read-only page. . . .
Far 1} § 1 8 Reserved for future use. o 1.1.3. Setup address translation (=) =
mapj & 1 1 Read-write page. - -
tran: 1 8 © Execute-only page. 144 1131, Setup one-stage address ransiation e }—{ el |—{anetie | —{ronier]
strud] 1 8 1 Read-execute page. 1.1.2 -—
spac] 1 1 ® Reserved for future use. Cvg| IsaRef: link
1 1 1 Read-write-execute page. Isal
. Do CvgRef: makePageMapSalp ey
F Attempting to fetch an instruction from a page that does not have execute permissions raises a fetch . Cugl
5 page-fault exception. Attempting to execute a load or load-reserved instruction whose effective Do
o address lies within a page without read permissions raises a load page-fault exception. Attempting to o
J execute a store, store-conditional, or AMO i tion whose effective address lies within a @ Select one-stage paging mode
) without write permissions raises a store page-faull exceptio * Allocate 4KB naturally aligned root page [a)
t AMOs never raise load page-fault exceptions. Since any unreadable page is also The . * Page map code stack and code addresses Fmeri]
9 o unwritable, attempting to perform an AMO on an unreadable page always raises a ® Wirite satp with root page table address and mode (St p—{ e
store page-fault exception.
TODO: randomize arsa mapping
The U bit indicates whether the ¢ is accessible 1o user mode. L de software may only access
The the page when U=1. If the SUM bit in the sstatus register is set. supervisor mode software may also
access pages with U=1. However, supervisor code narmally operates with the SUM bit clear, in which
The RISC-V Instruction Set Manuak: Volume 11 | & RISC-V International The RISC-V Instruction Set Manual: Volume 11 | © RISC-V Interational

ISA Specification RISCV Test Plan Coverage Reports
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Breker Technology Overview for RISC-V
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BREKER"
EDA Test Generation Tool company

RISCV Core and SoC System VIP products
17+ Commercial RISCV Deployments
o 4+ open-source RISCV deployments

Support organization of RISCV SME’s

o Help customers understand spec

o Issue tracking, escalation, etc.
Track Record:

o 100% compliance + verification of x86_64
o 10+ years on ARM SoC verification
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Thanks for Listening!
Any Questions?
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