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Introduction

« Cores are extremely complex
* Pipeline, branch/jump, stalls, bypass
* Exceptions, interrupts, debug
* Clock gating
e Security (MPU), safety (lock-step)

« Complexity in design results in complexity in verification
« Multi-layer approach from microarchitecture to ISA to an abstract view of a core
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Our approach to formal

Designers use formal for microarchitecture verification

Usual approach detects any inconsistencies between an RTL core implementation
and the ISA described by the assertions

* An add is an add... “Accelerating Debug and Signoff for RISC-V Processors Using Formal
Verification”, Ashish Darbari, Axiomise CDN Europe 2022

On top of that, we move to a higher layer of abstraction

 PROPERTY: the core must execute instructions i.e.
PC_donotstuck: {s_eventually pc_valid}

Finally, formal for coverage closure
* 100% coverage is essential for RTL sign-off
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RISCV-Formal

riscv-formal is an open-source framework for formal verification of RISC-V
processors. It consists of the following components:

» a processor-independent description of the RISC-V ISA
» a set of checkers, containing the assertions that must be proved during formal analysis

 the specification for the RISC-V Formal Interface (RVFI) that must be implemented by a
processor core to interface with riscv-formal

|
‘ ’ https://github.com/YosysHQ/riscv-formal
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RVFI: RISC-V Formal Interface

* RVFI is a simple output port set that
can be added to the core

« QOutputs a packet for each retired
Instruction containing a set of signals
and information

* It can also be used to generate an
Instruction trace during the simulation
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RVFI output signals

output logic
output logic [63:0]
output logic [31:0]
output logic
output logic
output logic
output logic [ 1:0]
output logic [ 4:0]
output logic [ 4:0]
output logic [31:0]

rvfi_valid
rvfi_order
rvfi_insn
rvfi_trap
rvfi_halt
rvfi_intr
rvfi_mode
rvfi_rsl_addr
rvfi_rs2_addr
rvfi_rs1_rdata

output logic [31:0]
output logic [ 4:0]

output logic [31:0]
output logic [31:0]
output logic [31:0]
output logic [31:0]
output logic [ 3:0]

output logic [ 3:0]

output logic [31:0]
output logic [31:0]

rvfi_rs2_rdata
rvfi_rd_addr
rvfi_rd_wdata
rvfi_pc_rdata
rvfi_pc_wdata
rvfi_mem_addr
rvfi_mem_rmask
rvfi_mem_wmask
rvfi_mem_rdata

rvfi_mem_wdata



clk

rvfi_valid

rvfi_trap

rvfi_intr

rvfi_pc rdata[31:0]

rvfi_pc_wdata[31:0]

rvil_order[63:0
rvfi_mode[1:
rvfi_insn[31:

rvfii_rs1 _addr]

rvfi_rs2_addr|

rvfi_rs1_rdata[31:

rvfi_rs2 rdata[31:

rvfi_rd_addr[4:0
rvfi_rd wdata[31:
rvfi_mem_addr[31:
rvfi_mem_rdata[31:

rvfi_mem_rmask[3:0

0

40
40

]
0]
0]
]
]
0]
0]
]
0]
0]
0]
]
rvii_mem_wdata[31:0]
]

rvfi_mem_wmask[3:
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Implementation of RVFI

RVFI implementation’s correctness was
firstly verified with simulations. This is an
example of a load byte instruction:

b (asn7aiao)

It can be seen that all the necessary information
for this instruction (source and destination
register, memory address, program counter,
etc...) is displayed correctly and synchronized
with the valid signal
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Integration in the verification environment

 Some assumes were necessary to rule out some unwanted behaviors:
« data trap disabled (including load and store bus errors)
* instruction bus error disabled
* Instruction mpu error disabled
« misaligned load disabled
* illegal instruction disabled
« AHB ports behave according to protocol specifications

« Beware of over constraints!
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Formal Verification on JasperGold

* Wrapper containing the instantiation of:

« STRV2.4 Core

* RVFI monitor
 Instruction Checker taken from Yosys riscv-formal

. Ahb_bUS monitors VIP / Wrapper \

from vendor
g Checker
STRIVE2.4 - Monitor ECHN [
( c- HEN ;
- - Instruction
i model
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Instruction Checker

 The checker is the module where assertions are written

* The instruction model is a submodule instantiated in the checker that takes the operands
of the instruction and calculates the output based on the RISC-V specification (a)

* Then the checker assertions compare the results of the model with the ones coming from
the RVFI (b)

2\ (a)

result = rvfi rsl rdata / rvfi rs2 rdata;
spec rd wdata = spec rd addr ? result : 0;

4 Checker

Core Results
rvfi_rd_wdata

———————————————————————

Operands Instruction | (b)

. model | Spec. Resullts :
rsl &rs2 ! | OPeC assert (spec_rd wdata == rvfi rd wdata);

k ‘1 spec_rd_wdata j
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Instruction Checker

* The checker contains the following asserts, under the condition if(!reset && check):

« assertion to check that if the source register is x0, the operand coming from that register is zero

« assertion to check that the source registers coming from the RTL are the same as the ones calculated in the spec
» assertion to check that the destination register coming from the RTL is the same as the one calculated in the spec
« assertion to check the result of the operation

« assertion to check the next program counter

« assertion to check the memory address of the load/store instruction

« assertion to check the write memory mask for a store instruction

« assertion to check the data written in the memory for a store instruction

« assertion to check the read memory mask for a load instruction

« assertion to check the data read from the memory for a load instruction

« assertion to check if the instruction generates a trap

Ky 18
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Automatization of formal analysis

To run all the analysis sequentially, a TCL and a python script have been written

« The python script creates a folder for each instruction containing all the necessary files
(instruction model, instruction checker, defines, TCL file)

« The TCL file opens a session in JasperGold for each instruction and runs the corresponding
analysis

« The TCL script opens a maximum of 5 sessions simultaneously

P

E XOr|

& add [ add_check.tcl
'. — [ bnez __°| defines.sv
Checks [ insn_add.v

instruction_checker.sv
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Results

* Alog file is automatically printed at the end of each session, with the results of the
corresponding analysis
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* Found RTL bug regarding load
Instruction:

» when there is a dual issue witha S_ALU
Instruction followed by a S _LOAD, and both
the rs1 of the S_LOAD and the rd of the
S _ALU are x0

 there is the bypass of the result, but the
result must be always zero, because we are
trying to write to x0

« corner cases like these may not be found by

random tests
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Results

Lys

ogmerses | GOCEX

ST RISC-V » Bug » Bug #1239464

Wrong x0 forwarding in dual issue add+load

Description

Summary Wrong x0 forwarding in dual issue add+load
Item Strive S

Repository StriveS

Original Submission When the following dual issue is executed

@0;@,;«1 Ib X6, 12(x0)

read address for the load is set to x2+x4+12 instead of 12
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High-level properties

The properties that are more useful to catch bugs are:
« do not wait forever (PC, clock gating, deadlock in FSM, loops...)

* do not forever stall on memory

o assert -name <embedded>::NOT_FOREVER_MEM_STALL { DSP.u_core.mem_stall |->
s _eventually 'DSP.u_core.mem_stall}

o it gave us the following failure: interrupt at load and first ISR instruction is a load

Bastlrw w-0

& clk
@ % pc_1[31:1]
@ int_Iv[3:0]

& int_ack



High-level properties (2)

« Formal found it very easily

« A simple property, few clock cycles

« RTL analysis proves that if the first instruction of the interrupt handler is a store, the bug never
arises

« But in the application code (and in our random generator) the interrupt handler always starts with
a store

 Push of the status into the stack, i.e. N stores...

* Formal helps us to overcome the limit of dynamic verification that is based on
constrained randomization!

Ky 23
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High-level properties (3) I

PC_DOES _NOT_STOP;
@ { clk) itf (la_rst_n)
not($stable(PC)[*58]);

ASSERT_PC_DOES_NOT_STOP : (PC_DOES_NOT_STOP);

* Most of the properties that have been written are related to the constraints

(assumptions) that define the working conditions
o Limit memory latency (BUS protocol VIP)
o Another constraint: no jal . (jump on itself)
o WEFI instructions require exception or debug request
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Formal for code coverage

* In the final stages of the collection of code coverage, some RTL expressions
become difficult to cover

* Formal tools like JasperGold are able to understand if these expressions are
reachable via direct testing or not

Ky 2
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Unreachability App

* \When the collection of coverage reaches its final stages, JasperGold can be used
to automatically determine some unreachable conditions in the RTL code

« Especially in articulated expression, the tool can struggle to accurately identify if a
condition is reachable or not

Mame SCore @ @
Y buf_htrans_reg[1] @ 1 1 1
Y buf_htrans_reg[0] |o Ex 0

* In this case, it correctly understands that the buf htrans_reg[0] bit cannot toggle
from O to 1, but it does not exclude the 1 -> 0 toggle

Ly
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Coverage Analysis

always_ff @(posedge clk_i or negedge rst_ni) begin: trigger1_check

if{Irst_ni) trigger1_match_reg <= 1'b0;
else if (trigger1_match_reg && core_busy_i) trigger1_match_reg <= trigger1_match_reg && -debug_mode_reg;
alse trigger1_match_reg <= triggeri_match_w;

end

* In this expression, the condition debug_mode reg = 1'b1 was not reached
during simulation

Bl Coverage Table with Ourput B wrigger1_march_reg &E (~ debug_mode_reg) = -
¢y 1 1 0 &3 20 1 -
[¢4] 2 : 1 mo 1]

2 W n
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Jasper Output

CSR_EXPR_65_2;
@( clk) iff (la_rst_n)
(triggerl match_reg && core_busy i) |-» debug_mode reg == 1'bl;

ER_CSR_EXPR_65_2

Current:8=
| nsert text to find ab a. [ 1| 2| 3| 4| 5| 5| 7| 8 gl
# clk | i i { | { | { i { | { i { i | |
@ <<Target>>:tx Froetes it
n COVER_CSR_EXPR_65_2
+ a_rstn
. pc_id_reg) [32/nee0e seas-hseoa sose Ja2 nasse seas 2 haooe_aena [z haooe_oens I heeoe eooc
- debug mode reg| |
+ core_busy i | A T I I R T |
triggerl_match_reg .
n ASMIl----- oo " It CsRRS" - -------- [ G CSRRW" - ------ [ G FEE | "
+ debug req i i { | I |
8 triggerl tdatal reg 3'bBee | BRI
triggerl tdata2 reg||32 h9800 0808
address _in _reg|[32'h8688 8860
+ data_req_i 1

‘Yl 28
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Unreachable expressions

e R T [—— -

top_rvfi.COVER_IFU_EXPR_30 4

Cache Infinite 0.0 =embedded=

0
& | Cover top_rvfi.COVER_XBAR_TOGGLE AHBS ADDR... Cache Infinite 0 0.0 <=embedded=>
X |cover top_rvfi.COVER_XBAR_TOGGLE_BUF HTRANS... PRE Infinite 0 0.0| <embedded=>

* The JG unreachability app is not able to exclude every unreachable expression
In the design by itself, especially in complex RTL code, like advanced
microcontrollers

« Some of the missing coverage expressions may still be found unreachable if
we express them as a single cover property

Ky 29
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wWhy formal for coverage

« Using cover properties for code expressions allows us to:
o Iif the property is reachable, we have a scenario from formal to cover it
o Iif the property is unreachable, we can exclude it with high confidence

* Our goal is to reach 100% code coverage for sign-off

* Next step will be to translate automatically from uncovered item by coverage tool
to cover property for formal tool
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Conclusions and future works

Formal can operate at a functional level higher than RTL

Unfortunately, the EDA tools can limit this approach
« E.g. mul instruction for some of our cores

In the future, we want to expand the ISA approach to other RISC-V extensions,
like floating and vector
« Will it be feasible?

We want to introduce as a common practice the high-level properties in our
verification environment for cores

Ky 5
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