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 Top-level verification flow
* Setup

* Our top-level tests and drivers are written in C and run on several platforms:
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https://github.com/riscv-software-src/riscv-isa-sim
https://github.com/riscv-software-src/riscv-isa-sim
https://github.com/riscv-software-src/riscv-isa-sim

 Top-level verification flow
» Debugging options

* Online debugging(i.e. gdb)
* Doable for spike and emulator
* Requires afunctioning debug infrastructure at the top-level
* Emulatorresources are scarce = the less time a user spends on it, the better

 Offline debugging
« Waves:
* CPU registers are not always easy to locate
» Tedious to navigate
» Get slower to generate as the size of design increases M ost viable option

« CPU trace logs
« Automatically generated by Spike
« Can be generated on the other platforms by binding instruction tracers to all CPUs




« Parsing the trace logs

* Constraints
« Several trace formats coexist depending on the CPU or the platform

[TNNTT]
mm) | —| inst_trace_cpu_a.log

Vendor A CPU
[THNTT]
g g mmmm) | = inst_trace_cpu_b.log
[ LLLLL _
Vendor B CPU
] > —| inst_trace_spike.log
Y A W
Spike

« Commercial tools exist but they require licensing and do not support these formats

- Creating our own tool was the way to go //\ AXsLerRA



« Parsingthe trace logs
 Trace format

798ns 173 ﬁ|ééééééééiiééééii D 00004501 c.li

L Timestamp L Instruction address / PC

0DOBOP0BT14000000 <_start>:

#

#

14000010: 4481
13 ?1I’-'ljl'-'l
14000012: |4501

Can be matched
against the
disassembly of the
original elf

a0 :0000000000000000

li» s1,0

li» aB,0d



* Parsing the trace logs
» Reconstituting the execution flow

Read the instruction address

T?Q?ns 1373 M DOEEOEEE14017faa

9688ns 10846 M GEEOEEEL140180ch

Check if it matches a function
address

PEEOEERB14017faa <main>:
14017faa: »1101

Check if it matches a "ret"
instruction

000BREER14017faa <main>:
# etc ....
148186c6: 8082

/R

We entered
a function

We exited
a function
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« Parsing the trace logs
* Quickrecap

* Through simple parsing of the trace logs and the disassembly file, we have obtained:
* The function call tree
* Profiling information
* How many times a function was invoked
 How much time each invocation took

 When each call happened



» Displaying the information
* Leveraging neovim capabilities

* Neovim

 Isinstalled on all our machines * Runsinthe terminal  Iseasily scriptable(lua)

"
\
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* Final setup:

inst_trace.log

')

G

disassembly.S

[ ]
{ ' execution_info.json
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e Displaying the information

 Qverview

hart_id #1 (2)

Prev call Next call Main List calls Source code Sync Cores Reload GQuit 23 7021f30: 82 85 jalr al
17 17722610.00 ns:ipipe:8:(@000PEOREO7AEHEI2=-AEBP4581 a1=000000POEEREOEED 22
16 17722630.00 ns:ipipe:0:[0PO0OAOPAATEOLE94=P0EAa829 zero=PPEEERAOREABRAOR 2] BOBEPOEROTO21f32 <_printf>:
15 17727970.00 ns:ipipe:0:00000000PO700b6ae=40b505b3 a1=POEEEEEOREEOEEOR 20 7821F32: 39 71 addi sp, sp, -0x40
14 17727990.00 ns:ipipe:0:00000000P0700b6b2=00EEB585 a1=00EB0EE0EEEODOA1 19 7021f34: 06 ed sd ra, Ox8(sp)
13 17727990.00 ns:ipipe:0:0000000000700b6b4=00021617 a2=000B0DE0B702cEh4 18 7021f36: 46 fc sd a7, 0x38(sp)
2 17730670.00 ns:ipipe:0:[000EOEOEAOTO0bEbE=31c63603 a2=B00000ROO7030e28 17 7021F38: 42 f8 sd a6, 0x30(sp)
11 17730670.00 ns:ipipe:0:0P00OOOPRO700b6bc=00B21697 a3=PREEEEEORT7B2cEhbe 16 7021f3a: 3e f4 sd a5, 0x28(sp)
10 17733320.00 ns:ipipe:0:0P00OO0PAA700b6cO=31c6b6B3  a3=POEEEROOOT7O3Pa7d 15 7021f3c: 3a f0 sd a4, 0x20(sp)
9 17733330.00 ns:ipipe:0:([0OEEEOEROT7O0bECc4=000005c6 a1=B000OBAOOPO20000 14 7021f3e: 36 ec sd a3, 0x18(sp)
8 17733330.00 ns:ipipe:0:([PPEEEAEROTEOLEC6=A0PA95b2 a1=BOPPABREAOT7A51300 13 7021f40: 32 e8 sd a2, 0x18(sp)
7 17735950.00 ns:ipipe:0:(PPEOANORATEOLECB=A0POR50e  aP=BOPOARAOOPAAREAD 2 7021f42: 10 08 addi a2, sp, 0x10
5 17735970.00 ns:ipipe:0:(000E0PO0RO700b6ca=00009536 ab=BODOODAOO7030800 11 7021f44: 32 el sd a2, 0x0(sp)
5 17736030.00 ns:ipipe:0:000E0000RO700b6cc=0000e1Bc zero=B0000DAOODOODEEO 10 7021f46: 17 f6 00 00 auipc a2, Oxf
4 17736030.00 ns:ipipe:0:(000EOENOROTO0bEce=00008082 zero=B0POOOAOOARARAEAE B.populate_stack_var took 16088 9 7021f4a: 83 36 26 84 1d a3, -Bx7be(a2)
3 17738630.00 ns:ipipe:0:(00OEEEOEAOTO0L7b4=B0021517 ab=B00POBEOO702c7h4 8 7021f4e: 10 08 addi a2, sp, 0x10
2 17741330.00 ns:ipipe:0:[00OEOEOEROTO0L7hB=28c53503 ab=B0POOOABO7030a80 7 7021f50: 82 96 jalr a3
1 17743830.00 ns:ipipe:0:([POEEEOEROTO0L7bc=00009502 ra=B0POABEOO700b7be 6 7021f52: B1 45 1i ab, 0x0
8139 17746630.00 ns:ipipe:0:0000F000007021f52=00007179 sp=000POOEOOT7O512b0 O.main 5 7021f54: a2 60 1d ra, Ox8(sp)
- 1 17746690.00 ns:ipipe:0:([POEEEOEROTE21f5c=A0POf406 zero=B0PPARROORRAREAO 4 7821f66: 21 B1 addi sp, sp, 0x40
2 17746690.00 ns:ipipe:0:00000000007021f5e=00004601 a2-000000000E0E0000 3 7021f68: 82 80 ret
3 17749290.00 ns:ipipe:0:000E00000O7021f60=-00004529 ab=B000O0AO0EAODB0a 2
4 17749290.00 ns:ipipe:0:000E00O0BO7021f62=00004597 a1=B000000O07025F62 1 00DDEOEBOT7021f5a <main>:
5 17752010.00 ns:ipipe:0:([000EOEOEROTO21f66=5e65b583 a1=B00000PO07030a98 47809 7021f5a: 79 71 addi sp, sp, -0x30
6 17752010.00 ns:ipipe:0:(0OEOEOEROT021f6a=00004697 a3=B00PO0EOO7025f6a 1 7021f5c: D6 f4 sd ra, 0x28(sp)
7 17754670.00 ns:ipipe:0:(@0OEOEOEROT021f6e=5e66b683 a3=000000PO07030a98 7 7021f5e: B1 46 1i a2, 0x0
8 17754670.00 ns:ipipe:0:([0OEOEOEROTO2172=00004717 a4=0000000007025F72 3 7021f60: 29 45 1i ab, Oxa
9 17757330.00 ns:ipipe:0:([PPEEEREROTO21f76=5e673703 a4=B0PPABEOO7030e60 4 7821f62: 97 45 0B BO auipc al, Bx4
10 17757330.00 ns:ipipe:0:[0PODOOORAATE21f7a=02a11023 zero=PPEEEEAOREAEROOR 5 7821f66: 83 bb 65 be 1d a1, 0xbeB(al)
11 17757350.00 ns:ipipe:0:0000000PAOT021f7e=0000ec2e zero=PPEEEEOOREAOREOR 6 7021f6a: 97 46 00 GO auipc a3, 0x4
2 17762110.00 ns:ipipe:0:000E00000O702180=0000eB836 zero=B0000DAOODOODEEO 7 7021f6e: 83 bE 66 Se 1d a3, 0x5e6(al3)
13 17762110.00 ns:ipipe:0:00000000B07021f82=-0000e43a zero=00000000000B0B0E 8 7021f72: 17 47 00 B auipc a4, Ox4
14 17762110.00 ns:ipipe:0:0P00OOOERO702184=0000F517 ab=POEEEOOOOT7O30F84 9 7021f76: B3 37 67 be 1d a4, Ox5eB(a4)
15 17765290.00 ns:ipipe:0:0P00OOOEAA7021f88=80c53503 ab=POEEEEBOOT7O3Pabl 10 7021fF7a: 23 10 al 02 sh aB, 0x20(sp)
16 17765290.00 ns:ipipe:0:0P00OOOPRA7021f8c=00E0858a a1=POEEERAOBT7E512b0 11 7021f7e: 2e ec sd al, O0x18(sp)
17 17765290.00 ns:ipipe:0:0P000OOPPO70218e=000056fd al3=Fffffffffffffffff 12 7021f80: 36 e8 sd a3, 0x10(sp)
18 17767910.00 ns:ipipe:8:0000PEEEEO7021I0=-0EEPI281 a3-=000000BOfFfFfffff 13 7021F82: 3a ed sd a4, Ox8(sp)
14 7021f84: 17 f5 00 00 auipc a@, Oxf
5 instruction_dump_cpu_idB.log|7923 col 29| O._init_printf 15 7821f88: 03 35 cb 80 1d aB, -0x7f4(ab)
4 instruction_dump_cpu_id0.log]’ 29| 8._thread_init 16 7821f8c: Ba 85 mv al, sp
3 instruction_dump_cpu_idB.log|7938 79 B.memset 17 7021f8e: fd 56 1i a3, -0x1
2 instruction_dump_cpu_id@.log|807 ol 29| B._multicores_init 18 7021f90: 81 92 srli a3, a3, Bx20
1 instruction_dump_cpu_idf.log|8119 col 29| O.populate_stack_var 19 7021F92: 79 47 1i a4, Bxle
19 instruction_dump_cpu_idB.log|8139 col 29| 8.main 20 7821F94: 1c 61 1d ab, 0x0(ab)
1 instruction_dump_cpu_idB.log|8168 col 29| B._printf 21 7021f96: B3 e7 fb 0O bltu al, ab, Bx7021fa4 <main+Bx4a>
2 instruction_dump_cpu_idB.log|8182 29| B.uvm_sw_ipc_printf_va_list 22 7021f9a: B5 B6 addi a2, a2, Ox1
3 instruction_dump_cpu_id®.log|&20 29| B.arch_irg_lock 22 7821F9c: 21 85 addi a@, ab, Ox8
4 instruction_dump_cpu_id®.loal&25’ 291 B.arch_ira_unlock 24 7021f9e: e3 1b eb fe bne a2. a4. 0x7021f94 <main+@x3a>
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e Displaying the information

Features

Automated synchronization between trace and disassembly

[ S PP N VO

17736030.
17736030.
17738630.
17741330.
17743830.
17746630.
17746690.
17746690.
17749290.
17749290.
17752010.
17752010.
17754670.
17754670.
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na .
ns:
ns:
ns:

ns

ns:
ns:
ns:
ns:

ns

ns:
ns:
ns:

ns
ns

LA
ipipe:
ipipe:
ipipe:
ripipe:
ipipe:
ipipe:
ipipe:
ipipe:
ripipe:
ipipe:
ipipe:
ipipe:
ripipe:
ripipe:

oo Oo®@C

PEUUUUUUUUY UV UL T U DU D D

:00000EEEOR70BbECcc=0000e10c
:000PEEEEORT700b6ce=00008082
:00000EEEORT7BBb7h4=00021517
:00000EEEORT7E0b7h8=28c53503
:00000EEEERT700b7bc=00009502
:0000EPEEEET7021f5a=00007179
:000POOEEEBT021f5c=0000F406
:000PEOEEORT7021f5e=00004601
:000PEOEEORT021F60=00004529
:006OPOBEBOT7021f62=00804597
:000PEOEEPBRTO21F66=5e65b583
:0000OPEEORT021f6a=00004697
:000POOEEORT7021f6e=5e66b683
:00OBPOBEBOT7021F72=00804717

AUTUUUUUUUUY I VDU U U

zero=00060006000606060
zero=00060006000606060
aB=000000000702c7b4
a@=0800000007030a80
ra=00006060076Bb7be
sp=00000BEBE70512bO
zero=00060006000606060
a2=00000000000BBBE0
al@=0000000006000BRa
al=0000000007025f62
al=0000000007030a98
a3=0000000007025f6a
a3=0000000B07030a98
a4=0000000007025F72

0.populate_stack_var took 16080

B.main

=
~ oW -

4780

WM 2O =MW

PUL L TT .

7021146:
7021f4a:
7021 f4e:
7021150:
7021152: 01
7021154:
7021f56: 21 61
7021158:

60 06
26 84

0b0EEOEEAT7021f5a <main>:
7021fba: 79 71
7021fbc: B6 f4
7021f5e: 01 46
7021f60: 29 45

au ALy WAULINY
auipc a2, Bxf

1d a3, -0x7be(a2)
addi a2, sp, 0x18
jalr a3

1i aB, B0x0

1d ra, Bx8(sp)
addi sp, sp, Ox48
ret

addi
sd
1i
1i

sp, sp, -0x30
ra, 0x28(sp)
a2, Bx08
al, Oxa
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» Displaying the information
* Features

» Possibility to navigate from one function to another

instruction_dump_cpu_id0.log]
instruction_dump_cpu_id@.log]
instruction_dump_cpu_id0.log]|
instruction_dump_cpu_id0.logl B._multicores_init

instruction_dump_cpu_id0.log] B.populate_stack_var

| 0._init_printf

|

|

|
19 instruction_dump_cpu_id@.1log|8139 col 29| 8.main

|

|

|

|

B._thread_init
D.memset

instruction_dump_cpu_id0.log] B._printf
instruction_dump_cpu_id@.log] B.uvm_sw_ipc_printf_va_list
instruction_dump_cpu_id0.log]| B.arch_irg_lock
instruction_dump_cpu_id®.logl B.arch_irg_unlock
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Displaying the information

Features

Visualize multiple CPU traces at the same time

Possibility to synchronize the cursors

17722610.
17722630.
17727970.
17727990.
17727990.
17736670.
17736670.
17733330.
17733330.
17733330.
17735950.
17735970.
17736030.
17736030.

17728RA

ns:
ns:
ns:
ns:
ns:
ns:
ns:
ns:
ns:
ns:
ns:
ns:
ns:

ns:
ne-

ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:
ipipe:

inine-*

o= cn i sl e Qi cw = [ cn i o Qi cn I cw Q= [ = J o Q= I =]

hart_id #1 (2) |
Next call Main List calls

:0000PPOBRO700b692=00004581
:@00EOPEOPO700bEI4=0000a829
:00pEOPEOOO700bBae=40b505b3
:@00EEPEORO700bEL2=00000585
:@00EEPOBBO700bEb4=00021617
:@0pEOPEOPO700bEL8=31c63603
:000EEPOBRO780bEbc=00021697
:@00EEPEORO700bECO=31c6b683
:@00EEPEORO700bECc4=000005cE
:@00E0EPEORO700bECE=000095b2
:@00EOPEORO700bEC8=0000050e
:@00EOPEORO700bBCca=00B09536
:@0000EOOBRO760b6Ccc=0000e10c

:0600PBOBBO70Ob6Cce=00008082
-MAARAAARARTARKThA=AAA21R17

Source code Sync Cores Reload Quit

a1=00600006000BBEEE
zero=0000060006060BEOE
a1=00600006000BBEEE
a1=0060060600BEBEO1T
a2=-000000060702cbb4
a2-0000000607030e28
a3=-000000080702cbbc
a3=-0000000B07030a70
al1=00600006C0020060
al1=0060060B07051360
a0=00600006C0EBEEEE
al=0060000BB7030860
zero=00000600606EBEOE

zero=00000000600EEEEEE
aR=ARARARARATA?~Th4

0.populate_stack_var took 16088

/R
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« Viewing source code

* The source code line for an instruction can be obtained with riscv64-unknown-elf-addrzline

hart_id #0 (3) EEIaEUE iI¢))

>> 2 #include <printf.h> Prev Next Main List Source Sync Reload @uit
1 17722610.80 ns:ipipe:0:[0BPEEEEEEAT700bEIZ2=-00004581 a1-000000060EROOEEA

3 int main() { 17722630.00 ns:ipipe:0:(00000OBOOO700b694=0000a829 zero=000000000EOOOB0N
char msg[] = "Hello DV Club <3\r\n"; 17727970.00 ns:ipipe:0:(@000OOBOOO700b6ae=40b505b3 al1=000B00OREEOEOBOD
printf("%s", msg); 17727990.80 ns:ipipe:0:(0BGEEBEERA70PbEL2=0000B585 al1-000P0POEEEEEEE0R1T
17727990.00 ns:ipipe:0:(@00OOOBOOO700b6b4=00021617 a2=-000P0000BO702cEh4
17730670.00 ns:ipipe:0:(@000OOBOOO700b6b8=31c63603 a2=-000B0PORB7030e28
17730670.00 ns:ipipe:0:000POOBORO700b6bc=00021697 a3=000PBOBBO702cEbe
17733330.00 ns:ipipe:0:00000OOBEA700b6cA=31c6b683 a3=-0000000B07030a70
17733330.00 ns:ipipe:0:(@00000B0OO0700b6c4=000005c6 al=00080000BEO20B00
17733330.00 ns:ipipe:0:000DOOBOOO700b6cE6=000A95b2 a1=POEEOAORATH51300
17735950.080 ns:ipipe:0:[060REEEEEA700b6c8=0000B58e aB=0000000EEEROOREA
17735970.00 ns:ipipe:0:[@0000OBOO0700b6ca=00009536 ab=00000000B7030800
17736030.00 ns:ipipe:0:[000OOOBOOO700b6cc=0000e10c zero=00060POREENAOBOM
17736030.00 ns:ipipe:0:@00OOOAEOA700b6ce=00008082 zero=000EOAOREERAOAEN O.populate_stack_var took 16088
17738630.00 ns:ipipe:0:(@0000OBOOO700b7b4=00021517 ab=000000000702c7b4
17741330.00 ns:ipipe:0:(@000OOBOOO700b7b8=28¢c53503 ab=000B0PORB7030a80
17743830.00 ns:ipipe:0:000000BOO0700b7bc=00009502 ra=POEEEEOEET700b7be
17746630.00 ns:ipipe:0:Q000g00000702152=00001101 sp=0OOEEEOOO70512ch O.main
17746690.00 ns:ipipe:0:@00000BOO07021f5c=0000ecPb zero=000680000EERAEE0H
17746690.00 ns:ipipe:0:000DOOBOO07021f5e=00004601 a2=000B0POREEROOBOD

]

return B;

gl R —
e A e s 3
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Conclusion

C tests are best debugged with CPU traces

Perks of developing our tool:

The initial version took only a week of development
Free

Useful to everyone doing firmware

Tailored to our use cases

Not tied to any simulator/specific tool



Thank You!
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